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Figure 47. Source (Zs), calibrated wire (Zc, Zg) and 2cTL (Zdiag, Zadj, Zcg) |Z| (y-axis) over frequency (x-axis) for the stranded wires cable. 
The |Zs| curves are well distanced from the cables |Z|, ensuring a better measurement and calibration.!
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Figure 50. Calibrated |Z| (y-axis) over frequency (x-axis) for the solid wires cable diag 2cTL.+

+ +
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D"!+W869;36+=;550=68;52+
The Insertion Loss and Return Loss will be first tested with different cable lengths. For this experiment cable of 
1m, 2m, 3m, 5m, 10m and 20m will be used.  

 

Figure 51 

IL increases with as the length of a cable increases. Insertion Loss also increases when the frequency increases.  

 

Figure 52 
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Figure 53 

Return Loss is higher on the longer cables. As the frequency increases, the return loss decreases.  Above the 
frequency of 30 MHz, RL fluctuate less when the frequency increases.  

D"D"+'1>-=6+;C+-+`35=68;5++

 

Figure 54: Junction 

Junction are used to connect two Profinet cables. To see what effect a junction will have in both IL and RL, we 
will compare the Return Loss and Insertion Loss between 5m cable and cable made by connecting 2 and 3m.  
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Some observations: 
-The red values indicate that the communication did not stop and that we are colliding at the maximum power of 
the amplifier. 
-When the Profinet communication went down there was sometimes still normal Ethernet communication 
visible on the scope. However, when the amplitude was increased even more no normal Ethernet traffic was 
possible anymore. 
-When the coupling is done directly the communication went out much faster. Direct coupling is best avoided to 
test realistic scenarios because in practice we want to deal with EMC failures and thus there is no direct coupling. 
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Table 12: Duration of a PROFINET frame and a maximum length Ethernet frame on different data rates 

 
78"&5-9(:;<=>?*7(@0-1#(ABC(

D82#.E(
F3$G#.2(A.2-$%-0%E(@0-1#(

A6HCI(D82#.E(

6J(+D".( 67,2 µs 1233,6 µs 

6JJ(+D".( 6,72 µs 123,36 µs 

6JJJ(+D".( 0,672 µs 12,336 µs 
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The maximum line depths for Store-and-Forward switches at 100 Mbps are listed for several PROFINET update 
times in Figure 2. 

 

Figure 78: Maximum line depths with “Store and Forward” switches on 100 Mbps7 

 

The maximum line depths for Cut Through switches at 100 Mbps are listed for several PROFINET update times in 
Figure 3. 

 

Figure 79: Maximum line depth with “Cut Through” switches on 100 Mbps7 

 

When non-PROFINET (longer packets) traffic is introduced on the network, the influence of the line depth 
becomes very apparent. Figure 4 shows the difference in end-to-end delay between 3 switches with only PN 
traffic, 3 switches with other traffic (35% of bandwidth for BE (Best Effort) traffic) and 6 switches with other 
traffic (35% BE traffic). 

                                                           
7 PROFINET Design Guideline (https://www.profibus.com/download/profinet-installation-guidelines) 
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When lowering the data rate to 10 Mbps as in SPE 10BASE-T1L (and APL), the limitations on line depth are 
severe: the frames are 10 times longer in comparison with a data rate of 100 Mbps. 

In case of APL (Advance Physical Layer based on 10BASE-T1L), the line depth is calculated similarly when using 
only APL field switches (Figure 6), only the last link to the end devices is 10 Mbps. 

 

Figure 82: Line depth with APL Field-switches connected to 100 Mbit/s network8 

 

This changes when APL field switches are added to the network (Figure 7). At the time of writing, the PROFINET 
Design Guideline only allows one APL field switch connected to a trunk. The limitation to one field switch per 
trunk is a preliminary value due to PROFINET as conformance testing is ongoing. This limitation is not related to 
Ethernet-APL and assumed to be changed in future. 

                                                           
8 PROFINET Design Guideline (https://www.profibus.com/download/profinet-installation-guidelines) 
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Components of the brownfield system 

¶! One main PLC with multiple DP masters 

¶! Multiple DP slaves per master 

 

 

Figure 84: Brownfield system with PROFIBUS DP 

 

The main PLC (GE) needs to be replaced by a new one which doesn’t support PROFIBUS DP, the DP slaves will 
over the years be gradually replaced by PROFINET IO devices. 

¶! How is the network structure designed and tested? 

¶! How much extra delay is added? (The overall cycle time is close to the maximum allowed.) 

¶! Which possibilities exist for communication between the new main PLC and the DP slaves? 

!! IE/PB LINK per DP network 

!! PN/PB Proxy per DP slave 

!! PLC as I-device with multiple DP master modules 

!! … 
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The DP masters in the main PLC can be replaced by PROFINET/PROFIBUS gateways (e.g. Siemens IE/PB LINK). 

This solution has two big disadvantages. The tested IE/PB LINK (Siemens) has no GSDML file, and thus cannot be 
integrated in other programming tools. For each DP slave a PROFINET frame is sent in both directions between 
the PLC and the IE/PB LINK after which the DP slave is located. If the PROFIBUS DP bus cycle time is already (very) 
high (e.g. > 20 ms), the update time between the PLC and the IE/PB LINK adds another delay to this. A solution 
would be to set the update time to 1 ms, minimizing the extra delay, but for a large number of devices the 
required bandwidth is too high. E.g. 80 devices with minimum frame size (40 bytes payload) already requires 
56,32 Mbps at 1 ms update time (see chapter V for more information about network load calculation). 

 

 

Figure 85: IE/PB LINK per DP network 

 

 

Figure 86:Communication between the main PLC and one IE/PB LINK (each ID is another DP slave) 
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Figure 95: Use of hybrids9 

 

Figure 96: DSP-based adaptive filtering10 

 

                                                           
9 “How 1000BASE-T Works”, Geoff Thompson, IEEE802.3 Plenary, 13 Nov 97, Montreal PQ CANADA 
10 “How 1000BASE-T Works”, Geoff Thompson, IEEE802.3 Plenary, 13 Nov 97, Montreal PQ CANADA 
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Figure 111: PROFIBUS PA cable connected to an Analog Devices 10BASE-T1L media converter 
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In this introduction, some of the key conclusions and/or best practises will be listed for each use case. A 
more in depth report can be found in each of the next chapters. 

 

*_(+g4;75C80/<+#$%&'()*+)?-/3-68;5+
At 100 Mbps in a line of 7 switches, implementing preemption in isolation provides a significant 
reduction in end-to-end delay and jitter compared to “legacy” PN under converged network conditions 
with an OT + IT netload of 35%. This reduction in end-to-end delay and jitter provides for a faster and 
more deterministic industrial network. Comparing the reduction in end-to-end delay and jitter to the PN 
cycle time of 1 ms, we can state that deterministic PN RT communication is achieved for a brownfield PN 
over TSN network under converged OT/IT conditions with high netload. 

At 1000 Mbps in a line of 7 switches, implementing preemption in isolation provides a reduction in end-
to-end delay and jitter compared to “legacy” PN under converged network conditions with an OT + IT 
netload of 70%. This reduction is less spectacular when compared to the reduction at 100 Mbps, since 
the 1000 Mbps link speed already provides low end-to-end delay and jitter even without preemption. 
With or without preemption, at 1000 Mbps converged OT/IT networks with high BE (IT) throughput can 
be set up, upholding robust brownfield PROFINET communication at high OT netload scenarios. 

 

VKF+WWV+K8//+K-85605-5=0+L-//+V5-/E282+
¶! Make sure that wired Ethernet links are never longer than the maximum permitted distance 

(e.g. 100 m is the maximum for 100BASE-TX), it may work at longer distances but there might 
occur occasional errors like e.g. frame gaps. 10BASE-T1L SPE is the (near) future alternative. 

¶! When using Wi-Fi, make sure that there is no overlap with other (IT or OT) channels. 

¶! When using Wi-Fi, try to maintain line of sight as much as possible, especially over long 
distances and/or environments with a lot metal constructions and/or equipment. 

 

)K,+VKF+_RF+
¶! Terminate the PROFIBUS cable in accordance with the guidelines. 

¶! Check whether the terminal station is (properly) actively terminated, if necessary use a 
dedicated active termination. 

¶! When the PROFIBUS network cycle time allows it, test a lower bit rate to see if this solves the 
issue (lower bit rates are more robust). 

¶! Use capacitors or filters to suppress interference pulses. 

¶! Use good mesh (!) bonding over the entire network 
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¶! In case of ignition transformers and spark plugs, use a spark plug with two dedicated 
electrodes instead of one that uses the ground and installation as the return path. 

 

)K,+#4;/85^Q05N8500485N+@$052;5B+
¶! Check the spectral content of the common mode current on the PROFINET cable.  

¶! If the emission is broadband, zoom with 200 Hz BW to identify the switching frequency. 

¶! If the emission is narrowband, identify the fundamental frequency by measuring the distance 
between harmonics. 

¶! Depending on this identify the possible sources. 

¶! Visually check every cable and motor connection and every switchbox in between.  

 

L826;48=-//E+N4;75+=;5?04N0<+%*f'*+5067;4^2+-6+g-44E+,-//0.-36+
¶! Use redundancy where possible, especially in the backbone of the network, so in case one of 

the components fails, only a part of the network fails. 

¶! Pay attention to the network design: separate OT and IT traffic as much as possible, unless 
there is a solution in place that prioritizes the OT traffic (e.g. TSN). 

 

V4=0/;4K866-/+F056+\+_600/+_9;>+
¶! Choosing the right diagnostic and/or management tools depends heavily on the structure of 

the network. In case of faults, it depends on the faults which diagnostic tool(s) is (are) most 
appropriate. (Refer to WP6, workshops) 

¶! Having a decision tree for fault finding, makes it easier and faster to find a specific fault, it also 
helps in contacting the right people for fixing the fault (e.g. is it a job for maintenance 
technicians or network specialists?). 
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This is the same network as the large 100BASE-TX setup. 

Preemption was not activated during these measurements. 

 

 

Figure 122: Measurement setup for analysis of a large 1000BASE-T network (Relyum and NXP) 
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Time [µs] 
Figure 124: Relyum and NXP, 1000BASE-T, without preemption, with BE traffic  
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Figure 139: Cable tray 

 

 

Figure 140: Cabinet with measurement setup 
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Figure 141: Detail of the cabinet 

 

 

Figure 142: PROFIBUS devices (ComBricks) inside the cabinet 
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Figure 146: Detail of the PROFIBUS cable (1) 

 

 

Figure 147: Detail of the PROFIBUS cable (2) 
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Figure 149: Zero measurement with loose capacitor no burner pulses (segment A2825) (1) 

Strong 50 Hz sine wave on the signal between A and shield and the signal between B and shield. 

 

ComBricks (A2825) Max. rest level (V) Min. Rest level (V) Difference in rest level (V) 

CH2 (B) 4,123 1,660 2,463 

CH3 (A) 3,213 0,836 2,277 
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Figure 157: Ignitions with separate capacitor (segment A2825) (4) 

The edges on the telegrams of the ComBricks are strongly distorted (measured on ComBricks), the 
overshoot on the edges has changed level due to the capacitor (see below). 
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Figure 158: Ignition without capacitor (segment A2825) (1) 

Removing the capacitor causes the overshoot after an edge to increase, making the signals appear larger 
than they are. 
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Figure 159: Ignition without capacitor (segment A2825) (2) 

When zooming in on the edges in telegrams on the ComBricks side, it is clearly visible that the overshoot 
after an edge has returned to a normal level now that the capacitor has been removed. 
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Figure 162: Ignitions on another segment (A2823) with Würth Elektronik DB9 with capacitor (measurement on segment A2825) 
(1) 
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Figure 163: Ignitions on another segment (A2823) with Würth Elektronik DB9 with capacitor (measurement on segment A2825) 
(2) 
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Figure 168: Ignitions on another segment (A2823) (1) 
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Figure 176: Ignitions only on other segment (A2823) with Würth Elektronik DB9 with capacitor and wire on spark plug (3)  
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Figure 182: Measurement of “Primary supply voltage” of the ignition transformer (DIZ 110 SEO) (6) 

 

Current peaks in the PROFIBUS shield and the voltage peaks on the !Primary supply voltage" of the 

ignition transformer have the same frequency (  23 MHz). 

The voltage peaks on the differential PROFIBUS signal and between the B signal and the shield have 

double the frequency (  46 MHz). 

V#0#(2R#(&$@9/#$5#(3@(2R#(%&.2/0D-$5#.(3$(2R#(%&@@#0#$2&-9(.&G$-9(&.(59#-0(-$%(./@@&5&#$2(23(%&.0/"2(
1#..-G#.(N(#."#5&-998(&@(2R&.(355/0.(%/0&$G(2R#(0#.2(9#W#9(N(30(23(D0&$G(2R#(%0&W#0.(3/2(3@(2R#(0#.2(9#W#9(
L&2R3/2(-(W-9&%(1#..-G#(@3993L&$GX(

 

Recommendation for additional measurements: 

•! Measuring with voltage probes with higher bandwidths (500-1000 MHz), now measured with 50 
MHz voltage probes. 

•! Same for the current: currently measured with a 15 MHz current probe with a large opening to 
click over the cable. The 100 MHz current probes cannot pass over the shield of the PB cable, but 
we could measure the “Primary supply voltage” if the currents are low enough. 

•! Higher voltages this time with a 100 MHz insulating voltage probe (“Primary supply voltage” 
Dungs). 

 

The question remains whether it is a direct reaction of the ignition circuit to the supply voltage, or 
whether it is caused by the 7 kV pulses (neutral - PE - ground problem). 
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Figure 188: Measurement at station 61 (last slave of a segment) (2) 

 

Station 61 (A2823) Max. rest level (V) Min. rest level (V) Difference in rest level (V) 

CH2 (B) 4,791 -2,053 6,844 

CH3 (A) 5,859 -1,103 6,962 
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Figure 199. Measurement before (green) and after the modifications (blue) 
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Figure 203: Schematic simplified overview of the placement of the TAPs 

 








